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ABSTRACT 

 
Change in general, and planned organizational change in particular have been the focus of 

considerable amount of theoretical and applied research, as evidenced by numerous change management 

frameworks and the emergence of an applied business discipline of change management. While change 

management frameworks and practices are overtly aimed at reaching the stated goals of organizational 

self-transformations, the process and outcome threats that tend to accompany those initiatives are yet to 

be explicitly included in organizational enterprise risk management (ERM) planning and efforts. It is the 

purpose of this article to compel an explicit treatment of risks emanating from planned organizational 

change by contributing a process and a supporting operationalization geared toward systematic 

identification of individual threats, objective estimation of change initiative failure probability, and the 

delineation of clear risk response alternatives. 
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ORGANIZATIONAL CHANGE 

  
Change is ubiquitous in virtually all aspects of commercial activities (Chew and Choo, 2008; 

Dawson, 1994; Pettigrew et al., 1992). When considered from a broad philosophical perspective it can be 

seen as an inescapable consequence of the dynamism of natural and socio-economic ecosystems (Brown 

and Eisenhardt, 1997). What has been termed continuous complex change (Weick and Quinn, 1999) can 

thus be characterized as inevitable, and at times even imperceptible. Looked at from that perspective, 

continuous change can be seen as a force shaping organizational learning (Black, 2000; Brown and 

Eisenhardt, 1997; Mullins, 2002), often manifesting itself in small increments (Dawson, 1994; Garvin, 

1993; Nonaka, 1988).  

Not all change, however, takes the form of continuous ad hoc adaptations (Miazga, 2015; Van Den 

Huevel, 2013; Weick and Quinn, 1999) – organizations also undertake discrete and deliberate change 

initiatives, often with profound consequences (Boonstra, 2013; Donohue and Heckman, 1991). For 

example, a business firm may opt to amend its governance structure or operational processes to better suit 

its needs or goals. In a more general sense, whether it is strategic restructuring or operational process 

reengineering, the resulting alteration is a manifestation of self-imposed episodic change (Collins, 1998; 

Stickland, 1996; Weick and Quinn, 1999).  

Self-initiated change events are usually motivated by organizational betterment; however, upsetting 

of organizational equilibrium can be disruptive, at times it can even lead to adverse consequences 

(Huczynski and Buchanan, 2001; Judson, 1991). While in principle the potential downsides of change 

initiatives are implicitly acknowledged by change management frameworks (Kotter, 1995; Pettigrew et 

al., 1992), those conceptualization nonetheless lack meaningful means of assessing the potential for, and 

responding to threats posed by a combination of failure to reach the desired ‘future state’ and the 

disruption of organizational status quo (Garvin, 1993; Hendry, 1996; Phillips, 1983). Similarly, the 

widely used enterprise risk management (ERM) frameworks – ISO 31000 and COSO – fail to expressly 

address risks associated with organizational self-change initiatives (COSO, 2004; ISO, 2009), which runs 

counter to their stated goal of managing the totality of organizational risks (Fraser and Simkins, 2010; 

Lam, 2014; Taylor, 2014). Hence it is the purpose of this research to compel a more explicit treatment of 

threats arising out of self-imposed organizational change by contributing how dangers posed by those 

initiatives are conceptualized and measured.  

 

Understanding Organizational Change 

 
Heraclitus, a pre-Socratic Greek philosopher, is believed to be one of the first thinkers to formally 

acknowledge the ubiquity of change, as captured in his doctrine of universal flux and its derivative claim 

that ‘change is the only constant in life’ (Wheelwright, 1959). However, it was the late 19th century’s 

wave of great socio-cultural changes, coupled with the rise of rationality and the embrace of the scientific 

method that spurred wider interest in the nature and the process of change. It was within that context that 

the leading social thinkers of the era, including Herbert Spencer, began to conceptualize social change as 

an evolutionary process, much like the biological ones described by Charles Darwin (in fact, it was 

Spencer who coined the term ‘natural selection’, often erroneously attributed to Darwin) (Offer, 2010; 

Wilson and Hynes, 2009). 

Building on the conceptual foundation of the concept of social change, Kurt Lewin introduced the 

notion of planned change (Lewin 1943, 1947), which since became one of the foundations of the field of 

organizational development (Skipton, 2013). Seeking deeper understanding of the mechanics of social 

change, Lewin developed field theory, which posits that mapping out the totality and complexity of the 

‘field’ (the environment) is key to making sense of the manner in which an ‘entity’ (an individual or an 

organization) interacts with its environment (Lewin, 1939). Ultimately, he was able to capture the essence 

of change in a simple 3-step model of ‘unfreeze, change and refreeze’ (Burnes, 2004; Lewin, 1947). 

Although researchers today tend to dismiss his model as overly simplistic and outdated (Dent and 

Goldberg, 1999; Kanter et al., 1992), it drew attention to the two distinct aspects of self-imposed 
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organizational change: 1. interactions between the individual and the organization (Back, 1992; Lewin, 

1939), and 2. interactions between the organization and its ecosystem (Banasiewicz, 2015; Bertin et al., 

2013; El Sawy and Pereira, 2013). Recognizing and expressly addressing the distinctiveness between 

those two dimensions of organizational change is critical as the former addresses the process of change, 

while the latter sheds light on factors that precipitate episodic self-imposed organizational change (Beer 

and Nohria, 2000; Galpin, 1996).   

Another important, though less direct contribution to the theory and practice of intentional 

organizational change was W. Edwards Deming’s work on statistical quality control (Deming, 1981, 

1994). Although not overtly focused on organizational change, Deming’s 4-stage, plan-do-check-act 

virtuous process, deeply rooted in the scientific method, drew attention to the importance of 

methodological rigor and the need to develop objective measure of the efficacy of the process of change 

(Stickland, 1998).  

Further contributing to better understanding of the mechanics of change were the more recent 

inquiries focused on complex systems, and the idea of multifaceted change (Beer and Nohria, 2000; 

Hendry, 1996; Lewis, 1994). The emerging evidence suggests that change in complex systems cannot be 

adequately understood when examined through the prism of one-way causal process, as used in studies of 

technological innovation-precipitated economic dislocation (Mimiko, 2005; Pezzuto, 2013); instead, such 

change should be studied in terms of process, interrelationships, and rhythms of mutually interactive 

systems (Brown and Eisenhardt, 1997; Hannan and Freeman, 1988; Lewis, 1994). Within the confines of 

organizational self-change, those insights suggest the need to look beyond the determinism of the 

scientific method, and emphasize conditions over causes. 

Another important consideration is that, at their core, business and other organizations are essentially 

groups of individuals joined together in pursued of shared goals (Ashkanasy et al., 2011; Nadler et al., 

1992), thus organizational change is ultimately personal and as such cannot be fully understood without 

expressly taking into account the human dimension (Armenakis et al., 1999; Beer and Nohria, 2000; 

Galpin, 1996). Empirical evidence from social psychology and organizational behavior lends credence to 

that assertion by pointing out that when one’s self-interest is threatened by organizational change, that 

individual is likely to resist change (Judson, 1991; Lewin, 1947; Liu and Perrewe, 2005). More 

specifically, research evidence suggests that organizational commitment, or the degree of an individual’s 

dedication to the organization, is of particular importance to developing a deeper understanding of the 

human dimension of organizational self-change (Pettigrew, 1980; Schein, 1988). 

 

Impact of Commitment 

 

Organizational commitment is a multidimensional summary construct, comprised of three distinct 

elements: 1. compliance, or willingness to conform to organizational rules and policies and reward 

structures, 2. identification, or the attachment one feels to being socially affiliated with the organization, 

and 3. internalization, or the degree to which an individual is willing to adapt organizational values (Choi 

et al., 2015; Klein et al., 2009; Scrima et al., 2015). Evidence points to meaningful positive relationship 

between one’s organizational compliance, identification and internalization, and one’s openness to change 

(Armenakis et al., 1999; Choi et al., 2015). The strength of organizational commitment is in turn a 

function of individual personality traits (Choi et al., 2015), and organizational dynamics (Klein et al., 

2009). Some personality traits, such as respect for authority, tend to be ingrained in each person and thus 

more change-resistant (Choi et al., 2015); other traits, such as identification, are usually more situational 

or aspirational – in general, individuals tend to identify more readily with groups that convey 

achievement, selectivity, or bear other marks of distinction (Linstead et al., 2007; Smith, 2015). Also 

worth noting is the impact of the degree of congruence between the values brought about by change and 

one’s own beliefs and attitudes (Beauvois, 2001; Kelman, 1958; Romer and Hendrick, 1979); more 

specifically, a person’s resistance to change tends to heighten when aspects of change conflict with that 

person’s innermost feelings, which are usually hard to discern and even more difficult to alter (Xinyin and 

Rubin, 2011). 
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At a group level, attainment of envisioned benefits of change also depends on successfully navigating 

through two core sets of organizational dynamics: transformational, and transactional (Klein et al., 2009). 

The former are those that require new behaviors resulting from internal or external pressures, such as 

leadership, strategy or organizational culture changes (Bojeun, 2013; Tourish, 2013), while the latter 

encompass a host of psychological and organizational factors that directly affect motivation and 

performance, such as organizational structure, reward system or management practices (Frost et al., 2010; 

Olson and Lunkenheimer, 2009). Transformational dynamics are exemplified by adoption of a new, more 

structured workflow management system, which often entails a fundamental re-setting of how work is 

done throughout the organization; transactional dynamics, on the other hand, can be exemplified by 

organizational restructurings, which often result in numerous reporting changes and re-alignments. Both 

can take considerable time to unfold, thus the importance of thoughtful planning cannot be overstated. 
 

MANAGING ORGANIZATIONAL CHANGE 

  
No change is truly value-free (Galpin, 1996; Judson, 1991). Organizational alterations often touch 

upon individuals’ self-interest thus many – if not most – change initiatives have their proponents and 

opponents (Judson, 1991; Lewin, 1947; Liu and Perrewe, 2005). In more general terms, uncertainty 

regarding the impact of change on self will likely shape how impacted individuals react to change (Dent 

and Goldberg, 1999; Smith, 2015). As can be expected, those who see change to be personally beneficial 

are likely to embrace it, while those who do not are likely to oppose. Behavior wise, emotional responses 

can be expected to influence not only how individuals handle change related tasks, but also what 

information regarding the process of change they retain, as posited by Liu and Perrewe’s cognitive-

emotional model (Liu and Perrewe, 2005). 

Further adding to the difficulty of managing organizational change is that adaptive responses occur 

not only at the individual, but also the group level, with former capturing how people experience change, 

while the latter drawing attention to the impact of change on group dynamics, organizational structures 

and processes (Collins, 1998; Hannan and Freeman, 1988). That change response duality gives rise to 

important leadership style implications, most notably it suggests that no single leadership style is ideally 

suited to managing the totality of a change initiative (Hughes, 2016; Seo et al., 2012). Organizational 

leaders who are more effective at task-oriented behaviors are more likely to focus on activities associated 

with the implementation of change, while leaders who are more effective at person-oriented behaviors are 

more likely to emphasize on communication-related activities (Battilana et al., 2010).  

 

Change Management Frameworks 

 
To reach its stated goals, the strategy of planned organizational change ought to be carefully mapped 

out (Collins, 1998; Pillips, 1983; Stickland, 1996), and change-enabling tactics should be controlled and 

directed (Judson, 1991; Kotter, 1995; Lewin, 1947; Marshak, 2005; Phillips, 1983). Typically, that entails 

anticipating requirements and obstacles, and designing means to fulfill needs and overcome obstacles, all 

while staying focused on successful transition from the current to future state (Armenakis et al., 1999; 

Dawson, 1994). Given the earlier discussed complexities stemming from the combination of personality 

traits (Choi et al., 2015) and group dynamics (Klein et al., 2009), change planning and management 

framework can be highly beneficial (Kotter, 1995; Lewin, 1947). Over the past several decades, multiple 

planned organizational change conceptualizations have been proposed, some quite similar and others 

offering drastically different perspectives.  

Formal typologies of change management can be traced back to the pioneering work of Kurt Lewin in 

the 1940s, in which he attempted to capture the individual and group mechanics governing the process of 

organizational change (Burnes, 2004; Chew and Choo, 2008). Viewing organizations as highly resistant 

to change, Lewin theorized that to be successful – i.e., to reach the desired state and to endure – the 

organization-initiated change must begin by first disrupting the current equilibrium, to be then followed 
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by the introduction of a new state, and lastly the creation of a new equilibrium (Lewin, 1947). He 

captured that reasoning in a 3-step process of unfreeze—change—refreeze, modeled on the 

thermodynamic process of breaking down, changing and re-constituting of matter, as exemplified by 

changing the shape of a block of ice. Process wise, the ‘unfreeze’ step focuses on clearly stating and 

communicating the need for change and preparing the organization for breaking down the existing states; 

the ‘change’ step aims to resolve the resultant uncertainty by communicating details of the new state, and 

lastly the ‘refreeze’ stage aims to solidify the new state. Intuitive and simple, the 3-step process has been 

the staple of theoretical research and practice for several decades following its introduction, but its use 

waned as researchers began to view it as overly simplistic and only applicable to relatively small-scale 

change initiatives (Dawson, 1994; Kanter et al., 1992; Marshak, 1993).  

Building on Lewin’s foundational work and hoping to provide more operational clarity, Judson 

(1991) proposed a more detailed conceptualization which viewed planned organizational change as being 

comprised of five distinct phases: 1. analysis and planning, 2. communication, 3. introducing of the new 

state, 4. migrating from old to new, and 5. consolidating and institutionalizing the new state. Although 

more granular and thus more directive than Lewin’s three step model, Judson’s framework was also 

criticized as too simplistic, vague and difficult to operationalize (Fritzenschaft, 2014). Ultimately, the 

conceptualizations of change management that garnered the greatest degree of acceptance among 

researchers and practitioners were Kotter’s (1995) eight-steps and Galpin’s (1996) nine-wedges (so 

named due to being graphically depicted as nine wedges forming a wheel) models.  

The point of departure in Kotter’s model is establishing a sense of urgency by relating external 

environmental realities to actual and potential crises and opportunities facing an organization, followed by 

forming a powerful coalition of individuals who embrace the need for change and who can rally others. 

Next, carefully chosen change agents are empowered to act on the vision by amending structures, 

systems, policies and procedures in ways that will facilitate implementation, followed by planning for, 

achieving and publicizing short-term wins with the goal of building momentum for continued change. 

Next, improvements are consolidated and other structures, systems, procedures and policies, to the degree 

to which those are not consistent with the new vision, are also amended. Lastly, the new approaches are 

institutionalized by publicizing the connection between the change effort and organizational success 

(Kotter, 1995). 

Galpin sees the process of organizational change as being a bit more complex – his model divides the 

continuum of organizational change into nine parts, starting with establishing the need to change, 

followed by developing and disseminating a vision of a planned change, diagnosing and analyzing the 

current situation, leading to generating and detailing recommendations. Once compiled, the 

recommendations are pilot-tested and, assuming satisfactory results prepared for rollout and rolled out; 

the final stage in Galpin’s model is focused on measuring, reinforcing and refining the newly introduced 

alterations. 

 An altogether different view of self-imposed organizational change management process has been put 

forth by Amenakis, Harris and Field (1999) who proposed an even more involved two-phase, multi-

consideration model. The goal of the first general phase is to minimize any resistance to change by 

creating individual-level readiness for change, while the second phase aims to facilitate adaption and 

institutionalization of desired change. The authors see the effectiveness of change adaption efforts as 

being a function of five distinct factors: 1. discrepancy, which is the perception of envisioned change as 

being necessary, 2. self-efficacy, which reflects organizational capacity to change, 3. personal valence, 

which is the recognition of personal relevance of change, 4. (organizational) leadership support, and 5. 

appropriateness, which speaks to the conviction that the contemplated change is right for the organization. 

It should be noted that the original Lewin’s 3-step process, as well as its conceptual descendants that 

followed treat the process of managing organizational change as primarily a group, socio-psychological 

phenomenon – not all researchers, however, view change in that manner. For instance, Tichy and 

Devanna (1990) see the transformational role of the change leader as the nexus of organizational change; 

using a 3-act theatre metaphor they depict the process of change as the leader ‘acting out’ the changing 

roles of recognizing the need for change (act 1), creating the vision of a new state (act 2), and 
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institutionalizing change (act 3). Taking a still different approach, Hannan and Freeman (1989) and 

Aldrich (1999) likened organizational change to the evolutionary biology model of variation—selection—

retention, itself a generalization of Darwin’s (1859) theory of evolution. Interestingly, both approaches 

bear some clear similarities to Lewin’s 3-step process insofar as all see the process of change as 

proceeding through conceptually alike stages of upending the current status quo, presenting an alternative, 

and solidifying the resultant new status quo; as such, those approaches are subject to the same 

shortcoming of being overly simplistic and operationally vague.  

Whereas the above outlined change conceptualizations approach organizational change from either 

social or biological perspective, the transtheoretical model proposed by Prochaska and colleagues 

(Prochaska and DiClemente, 1983; Prochaska et al., 1992) seeks to integrate the totality of 

biopsychosocial processes (hence the name ‘transtheoretical’) governing intentional behavioral change 

into a single framework. The model postulates that change-compelled behavioral modifications follow a 

series of discernable stages of pre-contemplation (no change readiness), contemplation (emergence of 

change readiness), preparation (ready for change), action (change), and maintenance (post-change 

reinforcement); it also posits that while the amount of time required to move through individual stages 

tends to vary across individuals, the actions required to move to the next stage do not vary.   

Building on the cumulative wisdom of earlier research, Hiatt (2006) proposed the ADKAR model, an 

expressly practice focused change management framework offering parsimonious, yet action directing 

specificity-rich means of guiding purposeful organizational alterations. The ADKAR (short for 

Awareness, Desire, Knowledge, Ability and Reinforcement) model is based on the original Lewin’s 

premise that self-imposed organizational change usually meets resistance and thus the focal point of 

change management efforts should be to overcome that resistance (Lewin, 1947). The model posits that 

resistance can be overcome, or considerably diminished, by developing cognizance of the need for change 

(awareness), instilling a felt need to participate in the planned change (desire), developing sound 

understanding of how to change (knowledge), enabling the acquisition of new skills and behaviors called 

for by the planned change (ability), and lastly taking well planned actions geared toward making the 

change ‘stick’ (reinforcement).  

Regardless of philosophical or operational differences, the change management frameworks share a 

common concern for the possibility of planned change failing to deliver the anticipated benefits. 

Implicitly recognizing that organizations are more than sums of their constituents (Hahn and Ince, 2016; 

McInerney and Koenig, 2011), change management conceptualizations are acutely focused on the human 

dimension of change, as well as organizational processes, structures and systems (Argyris, 1992; Kanter 

et al., 1992; Mullins, 2002). However, the prevailing change management rationale fails to recognize that 

the organizational choice to disturb the current state of its group dynamics as well as organizational 

processes, structure and systems may leave the organization worse off than it was prior to initiating 

change. In the language of risk assessment, self-initiated change can be characterized as upside risk, as it 

has the potential to either advance or regress organizational well-being (Banasiewicz and Weidman, 

2016), yet the widely used enterprise risk management conceptualizations do not expressly take into 

account self-imposed organizational change (Lam, 2014; Taylor, 2014).  

 

PLANNED ORGANIZATIONAL CHANGE AS A SOURCE OF RISK 

 

A significant amount of academic (Huczynski and Buchanan, 2001; Kotter, 1996; Smith, 2002; 

Stickland, 1998) and industry (IBM, 2008; McKinsey, 2010; Messinger and Havely, 2013) evidence 

suggests a high rate of failure of planned change initiatives. More specifically, a widely cited industry 

estimate places the failure rate at roughly 70%1, which is surprisingly high for initiatives over which 

organizations exercise full or near-full control. Setting aside any potential definitional or measurement 

validity related considerations (e.g., operationalization of ‘success’ and ‘failure’), the available empirical 

evidence clearly suggests that self-imposed organizational change is a source of risk (Argyris, 1992; 

Brown and Eisenhardt, 1997; Elrod and Tippett, 2002).  
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Approaching planned, self-initiated organizational change as a risk abatement problem calls into 

focus the need for a sound risk assessment framework to aid in the task of identification and estimation of 

specific threats (Banasiewicz and Weidman, 2016; Hussain, 2013). A review of the applicable research 

suggests that there are two general approaches to categorizing organizational change: 1. by intensity, and 

2. by subject (Amado et al., 2001; Marshak, 1993; Nadler et al., 1995; Pheysey, 1993). The former yields 

broad meta-types, such as ‘developmental’, which encompass continuous improvement of the current 

state, ‘transitional’, which introduces discontinuous alteration of the current states, and ‘transformational’, 

which replaces current with the new state, types of change (Amado et al., 2001; Marshak, 1993). The 

latter tends to yield more narrowly scoped groupings, as exemplified by the six-type categorization 

schema of strategy, structure, process, people, culture and assets (Nadler et al., 1995; Pheysey, 1993; 

Smith, 2002). Although both approaches have distinct advantages and can yield valuable insights, the 

subject-of-change-focused categorization is more definitionally granular and operationalization friendly, 

thus better aligned with the stated goals of threat assessment (Banasiewicz and Weidman, 2016; Hussein, 

2013; Lam, 2014).  

The strategy for managing planned organizational change has also been a subject of competing 

conceptualizations. Higgs and Rowland (2005) view the process of managing organizational change as 

complex but predictable, and assert that the key determinants of how organizational change should be 

managed are the perception of the complexity of change, and the extent to which it is believed that change 

can be effected on a uniform basis or widely distributed activity. Van de Ven and Poole (1995), on the 

other hand, looks at change process through the lens of natural process of variation, selection and 

retention, and advocates focusing on the unit and the mode of change as the key to resolving inevitable 

conflicts arising out of competition for scares resources that tends to accompany organizational change. 

Embracing a yet different perspective, Dunphy and Stace (1988) see clearly delineated scope of change as 

being of central importance in framing an effective change management strategy, which, depending on 

the breadth of scope of the envisioned change, can take the form of a more adaptive variant, such as 

incremental or transformative change strategy.  

In general, the earlier discussed change management frameworks including Lewin’s (1947), Judson’s 

(1991), Galpin’s (1996), Kotter’s (1995), and Amenakis, Harris and Field’s (1999) are focused on 

managing the process of change. Though offering differing levels of process granularity, those 

conceptualizations share in a common conviction that the ultimate success of self-imposed organizational 

change is contingent on taking proactive steps guided by better understanding of the underlying 

progression, or state changes. An altogether different take on managing planned change is reflected in 

work of Van de Ven and Poole (1995), Dunphy and Stace (1988), and Higgs and Rowland (2005). Those 

researcher emphasize the importance of understanding the impact of change by means of expressly 

addressing distinct organizational dimensions that are affected by organizational state changes. Hence in 

the meta-analytic sense, the otherwise diverse body of research addressing planned organizational change 

can be summarized using two general dimensions of process and impact of change.  

When considered in the context of risk management, it becomes evident that the ‘process’ and 

‘impact’ dimensions of potential dangers emanating from self-initiated organizational change initiatives 

lend themselves to anticipatory risk assessment. Synthesis of the process-related research findings 

suggests three distinct facets that characterize that aspect of planned change: 1. complexity of change, 2. 

unit of change, and 3. scope of change, jointly abbreviated as CUS. Stated differently, from the standpoint 

of assessing the dangers of planned change, the complexity, unit, and scope of change are the root causes 

of potential process failures. The more complex, the more incremental, and broader the contemplated self-

imposed change, the greater the possibility of failure. 

The second of the two meta-dimensions characterizing planned organizational change is the impact or 

the ‘what’ of change. A review of research addressing that dimension suggests six distinct facets of 

culture, assets, process, people, strategy, and structure, jointly abbreviated as CAPPSS. Thus within the 

confines of managing threats emanating from self-imposed organizational change, those six broad points 

of failure should be the focal points of anticipatory risk assessment efforts. However, in contrast to the 

CUS dimension, the importance of which does not change across change initiatives (i.e., all planned 
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change initiatives can be described in terms of the requisite behavioral and related modifications, or 

complexity, the elementary entities that are to change, or units, and the span or scale of the desired 

alterations, or the scope), the importance, or even the applicability of the six CAPPSS facets can vary 

across situations, with as few as one or as many as all six can be impacted by a given initiative. For 

instance, a simple reorganization might only entail re-drafting of organizational structure, while a more 

expansive one might entail changing of not only the organizational structure, but also its culture, 

processes (how work is done), strategy, and more. The generalized relationship between the two meta-

categories is graphically depicted in Figure 1: 

 
FIGURE 1 

Generalized CUS – CAPPSS Relationship 

 

 
 

Within the broad confines of enterprise risk management (ERM), assessment of organizational threats 

entails capturing within-threat-category as well as cross-threat-categories factors, which is commonly 

accomplished using a process comprised of several distinct steps2 (Duckert, 2011; Fraser and Simkins, 

2010; Millis, 2013). Accepting that management of organizational change falls within the broader scope 

of ERM, and it constitutes a distinct category of threats, assessment of planned self-change-emanating 

threats should follow the general logic of ERM risk assessment, but its scope should be adjusted to reflect 

the self-initiated nature of those threats. More specifically, while assessment of enterprise-wide risks 

needs to encompass both the within-threat-category and the cross-threat-category exposures, assessment 

of only the planned change-emanating risks should only encompass the within-threat category risks. 

Consequently, the commonly used five-step enterprise-wide risk assessment framework of identification, 

estimation, mapping, response, and capitalization (Banasiewicz and Weidman, 2016; Hussein, 2013; 

Lam, 2014) should be reduced into the three-step process of identification, estimation, and response.  

 

Threat Identification 

 

One of the more common and visible types of organizational change is reorganization (Blatz et al., 

2006; Gooderham, 1991; Rowden, 2001). It is a fairly broad category of organizational alterations 

encompassing changes such as reshaping of organizational control structures (e.g., moving from a 

product- to geography-centric model), financial reward mechanisms (e.g., tying a larger part of 

compensation to performance) or processes (e.g., deploying a comprehensive management system) 

(Alkhafaji, 2001; Lopez Lubian, 2014). When considered from the perspective of risk management, there 

is ample research evidence (e.g., Doria, 1982; Guerriero et al., 2016; Hurst, 1995) pointing to numerous 

potential pitfalls of amending the organizational structure; furthermore, there is also ample anecdotal 
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evidence exemplifying instances of organizational change delivering disappointing outcomes. For 

instance, Yelp, a business review site, recently (January, 2015) removed geography from the way it 

assigned territories to sales reps, a move that was aimed at increasing efficiency but instead resulted in a 

sharp sales decline, followed by a precipitous share price decrease (following which the company 

reverted to its previous model within about two months).  

Yelp’s failed reorganization speaks to the earlier mentioned 70% failure rate estimate for planned 

organizational change initiatives – it could be characterized as outcome threat, which is the possibility of 

the change initiative producing adverse outcomes. Each initiative, however, also faces the possibility of 

process failure, defined here as the inability of the organization to successfully transition from the 

‘current’ to ‘future’ state. As discussed earlier, planned organizational transformations must overcome 

resistance stemming from individual self-interest (Judson, 1991; Lewin, 1947; Liu and Perrewe, 2005) 

and group dynamics (Collins, 1998; Hannan and Freeman, 1988), thus the resultant process threat is 

endemic to all planned change initiatives. 

From the standpoint of risk management, each of the two threat dimensions pose different risk 

identification challenges. Outcome threats are ultimately an expression of uncertainty of anticipated 

benefits of the future state, while process threats represent the possibility that the means and mechanisms 

deployed to bring about the future state are insufficient. Identification of the former is tantamount to 

delineating all possible change outcomes. In the above Yelp example it would entail anticipating the sales 

drop as one of the possible consequences of the change that has been instituted, which could be 

approached deductively or by drawing inferences from reviews of similar initiatives deployed by similar 

organizations. 

Identifying of specific process threats is considerably more involved, particularly for complex 

organizational change initiatives that take significant amounts of time to achieve and that encompass 

numerous alterations. To yield a sufficiently exhaustive set of potential risks, the process threat 

identification needs to be rooted in a normative typology enumerating distinct elements of the process. 

The CUS-CAPPSS conceptualization of the ‘what’ and ‘how’ dimensions of organizational change 

depicted in Figure 1 can be used as the starting point in the development of such a normative framework. 

The CUS-CAPPSS conceptualization suggests that organizational change related threats could 

emerge in the context of ‘focus of change’ and ‘aspect of change’ dyads. For example, introduction of a 

discontinuously different organizational structure could be seen as very complex, thus giving rise to the 

possibility of failure of the change initiative. The resultant general threat, complexity of the new structure, 

can be further distilled by individual-specific (i.e., self-interest) and group-wide potential change 

inhibitors (Aune, 1995; Collins, 1998; Patora-Wysocka, 2015; Stadtler et al., 2010). The general 

‘complexity of the new structure’ threat can be broken down into more narrowly defined person-specific 

and group-wide risks. 

Focusing first on person-specific factors, individuals tend to resist change primarily because no 

change is truly value-free (Galpin, 1996; Judson, 1991), thus it can pose a threat to one’s well-being 

(Lewin, 1947; Liu and Perrewe, 2005), which often manifests itself in cynicism toward proposed change 

(Albrecht, 2008). Those relatively abstract person-specific change inhibitors can be operationalized using 

the earlier discussed ADKAR model of organizational change management (Hiatt, 2006), which offers 

parsimonious yet complete assessment of the core resistance-to-change root causes. More specifically, the 

following five operationally specific but generalizable ADKAR model-derived factors suggest potential 

threats emanating from person-specific resistance to organizational self-change: 1. absent or insufficient 

awareness of the need for change; 2. insufficient desire to fully participate in the planned change; 3. 

insufficient knowledge of how to change one’s behaviors and/or skills; 4. perceived lack of ability to 

acquire new skills and behaviors; and insufficient reinforcement of why, what and how to change (to 

make the change stick). 

Somewhat harder to delineate are the group-wide potential change inhibitors, as those encompass a 

broad array of interpersonal interactions, as well as organizational processes and structures. Building on 

the cumulative wisdom of past research efforts captured in the ‘aspects of change’ summarization (Table 

1), several distinct root causes can be delineated: change rationalization, clearly stated future state, the 
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scope of what is expected to change, the specifics of the desired future state, and an implementation 

roadmap. Those root causes in turn suggest the following group-wide inhibitors: 1. no compelling change 

rationale; 2. lack of clear future state vision; 3. scope of change ambiguity; 4. uncertainty regarding 

specifics of the future state; and no clear implementation roadmap. 

A more explicit recognition and acknowledgement of person-specific and group-wide change 

inhibitors would likely enhance the chances of success of self-imposed organizational change, especially 

in the case of large structural changes undertaken by large, matrixed firms. Consider the case of Circuit 

City, the once highly successful electronics retailer that climbed as high as number 151 (in 2003) on the 

Fortune 500 list of largest US companies, only to end up in bankruptcy five years later. The abrupt and 

poorly managed elimination of the company’s commissioned sales force by means of unannounced firing 

of 3,900 of its highest earning salespeople (who were replaced with 2,100 hourly associates), not only 

crushed employee morale and productivity – it became one of the key contributors to the company’s 

demise. A perhaps less egregious but nonetheless equally instructive example is offered by a large 

property and casualty insurance company that undertook sweeping organizational restructuring, starting in 

2016. While the organization devoted considerable amounts of effort and resources to overcoming 

person-specific resistance to change, it did not adequately address group-wide inhibitors which led to 

considerable degree of role ambiguity, and, ultimately, attrition. In both cases, more holistic change-

related risk identification would have likely yielded considerable economic benefits. 

 

Threat Estimation 

 

A ‘typical’ risk estimation problem focuses on assessing the probability and the impact adverse 

events (Banasiewicz and Weidman, 2016; Duckert, 2011), such as accidents or floods. Although many 

such events, exemplified by natural catastrophes such as hurricanes and manmade crises such as 

accounting scandals, are difficult to anticipate and thus estimate, as distinct events occurring at a point in 

time they nonetheless present clear estimation targets (Brinkmeyer, 2015; Ho et al., 2016). In contrast to 

that, planned organizational change manifests itself as a basket of activities spread over a period of time 

that, in total, do not exhibit the distinctiveness of risk events (Collins, 1998; Kanter et al., 1992; Nadler et 

al., 1992). In addition, process and outcome failures alike may not be immediately visible. More 

specifically, whereas the occurrence of an accident of another peril is immediately obvious, discerning 

that a change initiative has stalled (process threat) or did not produce the anticipated benefits (outcome 

threat) can be comparatively difficult, which further underscores the difference between risk as a perilous 

event and risk as the possibility of process or outcome failure. It thus follows that while the 

distinctiveness of the occurrence and consequence of peril-type risks can be aggregated into empirical 

distributions (Ho et al., 2016; Kundu and Nandi, 2012), ultimately giving rise to mathematically sound 

estimates of probability of occurrence and magnitude of impact (Banasiewicz and Weidman, 2016; 

Hussein, 2013; Lam, 2014), that is not the case for threats associated with planned change, which lack the 

discrete point-in-time characteristics.  

Instead, self-imposed organizational change initiatives can be expressed as a process of mutually 

dependent successive stages, where the threat of failure of the overall initiative is expressed as the 

cumulative possibility of failure of individual process stages. Conceptualized in that manner, the threat of 

initiative-wide failure can be expected to decrease as successive stages are completed, as graphically 

illustrated in Figure 2.  
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FIGURE 2 

Generalized Initiative-Level Threat of Failure 

 

 
 

The generalized idea depicted above is an oversimplification, but it reflects the rationale imbedded in 

change management conceptualizations discussed earlier (e.g., Galpin, 1996; Hiatt, 2006; Kotter, 1996). 

Recalling the five individual level inhibitors of organizational change derived from the ADKAR model 

(Hiatt, 2006), organizational constituents, most notably its employees, becoming aware of the need for 

change (represented by Phase 1 in Figure 2) can be construed as a necessary precondition for the 

development of desire to fully participate in the planned change (Phase 2), which, if successful, should 

then lead to openness to acquiring the necessary knowledge (Phase 3), the successful completion of which 

should in turn can be expected to compel an individual to develop the change-mandated abilities (Phase 

4), finally paving the way for reinforcement related activities (Phase 5). As each successive stage is 

successfully completed, the chances of failure of the entire organizational change initiative decrease. The 

same reasoning applies to the five group-wide inhibitors of change, where clearly spelled out change 

rationale followed by well-articulated vision of the future state, scope of change, specifics of the future 

state, and the implementation roadmap can also be conceptualized as largely sequential phases; thus as 

each stage is completed, the organizational dimension-attributed threat of initiative level failure decreases. 

The two dimensions of organizational self-change can be assumed to be largely independent of each 

other, as evidence suggests that individual-level imperatives and group dynamics are driven by diverging 

considerations (Buki and Hornig, 2011; Franz, 2012; Volker and Lienhoop, 2016).  

From the standpoint of threat assessment, the initiative-level possibility of failure can be 

conceptualized as a decreasing function of person-specific and group-wide dimensions of organizational 

change, as graphically illustrated below. 
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FIGURE 3 

Change Initiative Threat Assessment 

 

 
 

Independence of the two dimensions of organizational change, depicted above as two separate sets of 

Cartesian coordinates, suggests that the pace of transformation can vary, as shown by the two horizontal 

dotted lines. It follows that the initiative-level threat can be approximated by slower of the two 

completion rates, which in Figure 3 is the second stage (Desire). The greater the progress along both 

dimensions, the lower the overall risk of the change initiative failure, which initially is represented by the 

‘benchmark’, derived from the average failure rate for similar initiatives. Putting it all together, the 

initiative level completion threat can be approximated as follows: 

 

Initiative Failure Threat = (
𝑀𝑎𝑥(𝑃𝑁𝐶𝑔,𝑃𝑁𝐶𝑖)

𝑃𝑇𝑙𝑎𝑔
) × 𝐵𝑒𝑛𝑐ℎ𝑚𝑎𝑟𝑘𝑚𝑛  

 where, 

  PNCg = phases not yet completed – group-wide; 

  PNCi = phases not yet completed – individual-specific; 

  PTlag = total number of stages in the lagging dimension; 

Benchmarkmn = long-term failure rate for initiative m implemented in sector n; 

 

As noted earlier, the above Initiative Failure Threat operationalization expresses the risk posed by an 

organizational self-change initiative as a function of the rate of completion of the slower paced of the 

group and individual dimensions of change (numerator), and the total number of change stages in the 

‘lagging’ dimension (denominator). Stated differently, even if one of the two dimensions of change was 

fully completed, the initiative-wide threat would still be a function of the degree of incompletion of the 

other dimension.  

Application and interpretation wise, the initial failure threat operationalization is comprised of two 

distinct parts: 1. the assessment of the change initiative’s completion rate, and 2. a reference benchmark. 

The former, which assumes the value of ‘1’ or 100% at the onset (denoting that none of the stages have 

yet been completed) is meant to communicate the potentiality of threat, which is the degree to which the 

current status of the initiative of interest creates a potential for the expected threat to materialize. The 

‘reference benchmark’ contributes an a priori generalized expected initiative failure rate, which represents 

the long-term average failure rate of peer organizations implementing similar initiatives.  

To illustrate the mechanics of the proposed self-change threat of failure estimation approach, let us 

assume that, on average, 30% of organizational restructuring efforts in a particular industry ultimately fail 

to deliver sought after benefits. Starting with that general benchmark as the initial threat estimate, an 

organization choosing to embark on a restructuring project could reasonably assume that it faces an 
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estimated chance of failure of roughly 30% at the onset of the project3. Subsequently, the initial 30% 

failure estimate would gradually diminish as the overall initiative completion rate begins to increase. 

When 4 out of 5 phases remain to be completed, that estimate could be reduced to 30% * 0.8 (4÷5), or 

24%; when only a maximum of 3 phases remain, the threat estimate is further reduced to 18% (3÷5 

*30%), and so on; once all phases of the initiative have been completed the initiative wide threat becomes 

0% (e.g., 0÷5 *30%). 

Benefits of embracing a more quantitatively tangible approach to gaging the progress of self-initiated 

transformations are particularly pronounced in situations where immediate feedback mechanisms are 

either unavailable or lend themselves to misinterpretation. The earlier discussed case of Yelp’s failed 

reorganization was characterized by relatively immediate and unambiguous revenue and stock price 

valuation queues, which, luckily, prompted quick corrective action, yet the same signals were consistently 

missed or misinterpreted by the now defunct Circuit City and Radio Shack electronics retailers. The latter 

of the two also fell victim to a pattern of frequently changing turnaround directions, brought about by the 

underlying inability to reliably assess progress of individual change initiatives. And while root causes of 

those and other organizations’ failures are numerous and varied, the inability to quickly assess the degree 

of adaption of structural and operational remedies clearly emerges as a common thread, just as the 

inability of vehicle operators to timely recognize obstacles is a common contributor to automotive 

collisions.  

 

Stage-Level Threats 

  

The next logical threat estimation step is to address the possibility of failure at the level of individual 

stages comprising the overall change initiative, but numerous challenges stand in the way. To better 

understand those impediments it is helpful to recall the two components of the ‘initiative failure threat’ 

operationalization discussed earlier: 1. change initiative’s completion rate, and 2. the reference 

benchmark. Reducing the scope of estimation from initiative-wide to a stage-specific requires 

corresponding changes in the computational approach, which in turn calls for appropriate analogs. On the 

surface that would appear to be quite simple, but serious difficulties emerge upon closer examination. 

To start with, analyzing the process of self-imposed organizational change at a more disaggregate 

level leads to confounding of generalizable (i.e., not unique to an organization or a situation) and non-

generalizable, or situation-and-organization-specific factors, which ultimately obfuscates the applicability 

of external benchmarking. That is because even seemingly very similar organizations, most notably those 

that offer comparable mixes of products and/or services and directly compete with one another, are often 

distinguished by noticeably different organizational management styles and organizational cultures, and 

possibly even somewhat different operational systems and technological infrastructures. As a result, 

trying to implement a similar type of change may give rise to materially different sets of challenges across 

the otherwise similar organizations, ultimately greatly degrading the validity of cross-organization stage-

of-change-initiative comparisons. Moreover, the definition of what constitutes ‘failure’ (or ‘success’, for 

that matter) is not universal, nor is its operationalization. The expected definitional and operational 

invariance is likely to be particularly pronounced in the context of the individual-level dimension of 

organizational self-change, given the inherent difficulty of objectively measuring emotional states of 

individuals. This challenge is well illustrated by the ‘Desire’ phase of the 5-step process depicted in 

Figure 3, which encapsulates individuals’ emotional commitment to fully participate in the intended 

change. When attempting to assess that particular aspect of individual-level change readiness, 

organizations often utilize noticeably different data capture mechanisms – for instance, one organization 

might elect to survey all change-affected employees using Likert (i.e., degree of agreement) scales, while 

another organization may rely on managers’ assessment of employees’ desire to participate in the planned 

change, and yet another one might choose to utilize qualitative techniques, such as focus groups. In the 

end, a group of similar organizations trying to enact comparable types of changes is likely to utilize 
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substantially different measurement approaches, making any stage-of-the-change-initiative based side-by-

side comparisons difficult, if not outright impossible.  

Lastly, timing differences could also lead to skewed comparisons – change takes time, but how 

much? Even if the just discussed measurement differences were controlled for (by means of using the 

same method across organizations), the choice of ‘when’ to measure could have a material impact on 

findings. All considered, the nature of self-imposed organizational change may effectively impose 

‘granularity limits’ on the assessment of threat of failure, effectively limiting it to the initiative level of 

analysis. 

 

Threat Response 

 

The ultimate goal of organizational risk management is twofold: Firstly, it is to prevent the 

occurrence of those adverse events that can be avoided, and secondly to minimize the impact of those that 

cannot be avoided (COSO, 2004; ISO 31000, 2009). Once identified and assessed, each distinct risk calls 

for a planned response, which can take the form of one or more of the following: 1. avoidance, or 

refraining from risk event precipitating activities, 2. reduction, or lessening the risk’s chance of 

occurrence, 3. transfer, or contractual reassignment of economic loss responsibility, and 4. acceptance, or 

acknowledgement of the risk and assumption of responsibility for its consequences (Banasiewicz and 

Weidman, 2016; Duckert, 2011; Fraser and Simkins, 2010; Millis, 2013). The avoid-reduce-transfer-

accept typology offers an excellent summation of broad strategies for responding to episodic risks – it is, 

however, poorly suited to the task of managing threats emanating from planned organizational change. 

There are two reasons for that: First, the typology sees risks as perilous events to be dodged which, as 

discussed earlier is conceptually and operationally different from threats posed by planned change. 

Second, threat avoidance is not a viable response mechanism because doing so would effectively mean 

foregoing the planned change; similarly, threat transfer is also not viable due to lack of clear event 

triggers that are typically called for by insurance and other risk transfer arrangements (Borghesi and 

Gaudenzi, 2013; Culp, 2004; Treby, 2006).  

Recalling that the principal goal of managing organizational self-change, which is to assure 

successful transformation of organizational culture, assets, people, processes, strategies and/or structure, 

appropriate threat response mechanism should thus be built around the general notion of ‘change process 

support’. An outline of the proposed threat response framework is graphically shown in Figure 4. 

 
FIGURE 4 

Organizational Self-Change Threat Response Framework 

 

 
 
The point of departure in the 5-step process outlined above – describe – entails developing a 

comprehensive and detailed understanding of the envisioned change process, to be followed by carefully 

mapping out all process step specific requirements and dependencies. The next step is to isolate all actors 

who both impact and are impacted by the envisioned change (i.e., can potentially inhibit the desired 

change), followed by preparing a plan to overcome the anticipated change resistance. The last step in the 

process – tracking – is focused on systematic gathering and communication of change process progress 

information. 

Implicit in the above threat response framework is that perception of those conducting the assessment 

can shape the organizational control outlook, which is a combination of how threat related information is 

processed, and what response posture it precipitates. The more subjective the evaluation, the greater the 
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chance of a bias resulting from cross-individual differences in perception of intangible outcomes (Kareev 

and Trope, 2011; Muren, 2012). Although perceptual biases can have numerous root causes (Bar-Eli, 

2011; Bocanegra et al., 2012; Nye and Brower, 1996), one’s cultural background, or the totality of 

socially transmitted norms and behaviors (Eagleton, 2016; Hagan et al., 2012) frequently emerges as the 

leading contributor (Craig, 2007; Houghton, 1991; Kalliopi and Spyros, 2013). As suggested by the 

cultural theory, which offers a framework for understanding the impact of cultural differences on, among 

others, managers’ control posture, there are four major, culture-shaped control outlook prototypes: 

individualists, hierarchists, egalitarians, and fatalists (Featherstone, 1992; Lenz, 2016; Thompson and 

Ellis, 1990). Individualists’ decisions are generally unconstrained by the demands of the organization at 

large; as change managers, those individuals tend to feel empowered to take steps necessary to mitigate 

any observed threats, which is in stark contrast to chain of command focused hierarchists, who tend to 

await explicit directives. Egalitarians, on the other hand, favor more democratic decision-making, thus are 

inclined to build consensus regarding appropriateness of threat response related courses of action. The last 

of the four culture-shaped control outlook types, the fatalists, are characterized by ‘there is little that can 

be done’ mindset, hence tend to be inclined to simply accept the consequences of the identified threats. 

Although very broad generalizations, the culture inspired prototypes are nonetheless suggestive of 

potentially meaningful impact of individual-level differences on organizational threat response posture. 

By and large, business organizations’ risk mindset is stuck on equating risk with perilous events that 

are to be avoided, which results in lack of adequate threat of failure of attempted change planning. Yet, 

successful transformation of organizational culture, assets, people, processes, strategies and structure 

requires not only timely and effective impediment identification, but also the identification of appropriate 

response means and mechanisms. For instance, due to their limited understanding of organizational 

culture, the often outside (to the organization) change management consultants may not fully account for 

the ‘goodness-of-fit’ between the prevailing organizational culture and the change-leading managers’ 

control outlook. Similarly, managers’ control posture often plays a profound role in events such as 

mergers and acquisitions, explaining why seemingly synergistic combinations fail to deliver the 

anticipated benefits.    

 

CONCLUSIONS 

 

While attempts to clearly formulate the notion of ‘change’ go as far back as pre-Socratic Greek 

philosophers, the first formal conceptualizations of ‘planned change’ only date back to the 1940s and the 

work of Kurt Lewin. The formal attempts to manage ‘planned organizational change’ are even more 

recent, beginning to crystalize as an applied business discipline in the 1970s and 1980s, initially in 

response to the often-disruptive adaptions of the newly emerging electronic data and communication 

technologies. Although generally viewed as a gain-producing endeavor, planned organizational self-

change inescapably gives rise to the possibility of adverse developments, which can take the form of 

either process or outcome failure. Yet in spite of the potentially significant economic dangers associated 

with failed change initiatives, self-imposed organizational change has yet to be recognized as a distinct 

element of enterprise risk management.  

Building on the rich body of academic and applied risk management and organizational change 

related research, the research summarized in this article frames planned organizational changes in the 

context of two meta-dimensions of CUS, or complexity, unit and scope of change, and CAPPSS, or 

culture, assets, process, people, strategy and structure. Moreover, it proposes an explicit quantitative 

threat of change initiative assessment operationalization, aimed at enabling organizational managers to 

more precisely and more timely gage the success of undertaken planned change initiatives. Taken in its 

entirety, the proposed conceptualizations and operationalizations contribute a formal threat of planned 

organizational change assessment mechanism, aimed at compelling risk researchers to broaden their 

conception of ‘organizational threats’, and also at compelling management practitioners to explicitly 

consider those threats when tallying the totality of risks confronting their organizations. 
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Lastly, the motivation behind the research reported here also manifests itself in the desire to expressly 

link identification of threats emanating from self-imposed organizational change with rational, well-

informed and explicit threat response actions. The ‘problem-solution’ orientation of the research 

presented here is hoped to encourage and enable practical utilization of ideas outlined here, offering 

business managers as well as change and risk management professionals an easy to deploy set of problem 

solving and management tools. 
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NOTES 

1 This estimate is derived from several applied research studies including a recent (2013) study by Towers Watson 

consultancy which found that only about 30% of change management initiatives were successful over the long term, 

which is in line with an earlier (2010) McKinsey’s survey of business executives which also concluded that about 

30% of change program were successful in the long term, while the 2008 IBM study estimated that nearly 60% of 

projects aimed at achieving business change did not fully meet their objectives.  
2 Perhaps the most widely used framework is comprised of five distinct steps of identification, estimation, mapping, 

response, and capitalization (Banasiewicz and Weidman, 2016; Lam, 2014); however, a broader 7-step process has 

also been proposed: Risk assessment framework implementation, delineation of risk managers’ responsibilities, risk 

identification, threat estimation, risk response, risk incidence recording, risk profile update (Mills, 2013).  
3 30%*1, where ‘1’ is the initial (since 5 out of the total of 5 phases are yet to be completed) potentiality of the 30% 

threat of failure materializing. 

                                                      


